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Occupational Electronic Health Records
Recommendations for the Design and Implementation of Information Systems in
Occupational and Environmental Medicine Practice—ACOEM Guidance Statement
Louis E. Fazen, MD, PhD, Bill E. Martin, IV, MD, MBA, MPH, MMCi, Marcia Isakari, MD, MPH,
Michele Kowalski-McGraw, MD, MPH, Robert K. McLellan, MD, MPH,

Raj Ahsan, MD, MPH, and Manijeh Berenji, MD, MPH
Objective: Occupational and environmental medicine
(OEM) clinicians require specialized electronic
health records (EHRs) to address the privacy, data
governance, interoperability, andmedical surveillance
concerns that are specific to occupational health.
Methods: The American College of Occupational
and Environmental Medicine (ACOEM) Section of
Health Informatics evaluated clinical workflow con-
cerns, assessed health information requirements, and
developed informatics recommendations through iter-
ative consultation with ACOEM members. Results:
The ACOEM presents 10 recommendations that
specialized occupational EHR systems (OEHRs)
should meet to serve the information needs and
practice requirements of OEM clinicians. Common
challenges in OEM practice and potential informat-
ics solutions are used to illustrate each recommenda-
tion.Conclusions: The recommendations serve as a
framework for occupational health clinicians to con-
sider in their adoption of OEHRs and provide soft-
ware engineers a set of requirements to facilitate
the development and improvement of OEHRs.
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Occupational and environmental medi-
cine (OEM) is a board-certified spe-

cialty under the American Board of Preven-
tive Medicine that focuses on the prevention
and management of work-related injuries
and illnesses.1 The practice of OEM is multi-
faceted, comprising both clinical medicine
and population health in a range of practice
settings. In addition to serving as the treating
provider for individual patients in the context
of a work-related injury or illness, OEM clini-
cians often conduct a variety of medical evalu-
ations as an agent of an employer, agency, or le-
gal body. To perform these tasks efficiently and
promote the health of workers, OEM clinicians
require robust and interoperable electronic
health record (EHR) systems that support clin-
ical decision making at the point of care while
meeting all local employer policies as well as
state, federal, and international regulatory re-
quirements for data privacy and security.

The American College of Occupational
and Environmental Medicine (ACOEM), the
largest professional organization representing
OEM specialists, has recently proposed mini-
mum criteria that all EHRs should meet to im-
prove medical service delivery to current and
former American workers.2 In the current pa-
per, the ACOEM presents 10 recommenda-
tions that specialized Occupational Electronic
Health Record (OEHR) systems should meet
to serve the information needs and require-
ments commonly encountered across diverse
OEM practices. The recommendations provide
a framework for occupational health clinicians
to consider in their adoption of OEHRs and
lay out goalposts for software developers seek-
ing to improve the practice of OEM.

TEN RECOMMENDATIONS
FOR OEHRs

1. Health Data Governance and Stew-
ardship: OEHRs facilitate health data
governance and stewardship through
controls that are transparent and acces-
sible at the point of care.

2. Privacy and Security: OEHRs ensure
the privacy of employee health and ex-
posure information and maintain EHR
industry standards for security.
JOEM • V
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3. User Access Controls and Permissions
Management: OEHRs utilize access
controls and permissions management
to facilitate access to occupational
health data.

4. Interoperability: OEHRs support in-
teroperability and exchange of elec-
tronic personal health information (PHI)
through application programming inter-
face (APIs) and current data standards.

5. Documentation andDataEntry:OEHRs
facilitate structured documentation of
occupational exposures and hazards to
improve quality and outcomes in occu-
pational health.

6. Clinical Decision Support:OEHRs im-
plement clinical decision support (CDS)
systems to improve decision making at
the point of care.

7. Reporting and Medical Surveillance:
OEHRs enable real-time reporting, ep-
idemiology, and medical surveillance
to identify sentinel events and prevent
occupational injuries and illnesses.

8. Patient Education Materials: OEHRs
improve access to easy-to-read, multi-
lingual patient educationmaterials rele-
vant to the employee diagnosis and
context.

9. Employee Health Portal: OEHRs con-
nect employees to an occupational health
portal that fosters worker participation
and engagement in occupational health.

10. Workflow Customization: OEHRs al-
low sufficient flexibility to enable OEM
providers to customize OEHR processes
to existing clinic workflows.
BACKGROUND
Historically, OEHRs have arisen from

home-grown databases serving a particular
industry or occupational niche; have been
carved out from general purpose EHRs de-
signed for office-based practices or health-
care systems; or have been affixed on top of
customer relations management software.
Although such systems may have addressed
the immediate needs of OEM clinicians, such
information systems are typically not scalable
across an organization’s workforce and are
olume 66, Number 11, November 2024
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frequently unable to meet the increasingly
complex legal and policy requirements for
data security and the protected disclosure of
health information. A well-designed OEHR
can ensure compliance with all relevant health
record governance and privacy laws; facilitate
data sharing and interoperability with other in-
formation systems; facilitate communication
with patients and workplaces; and improve
the workflows and efficiency of an OEM clin-
ical practice (Fig. 1).

Extensive guidance is already available
to assist clinicians adopting general purpose
EHRs, including evidence-based resources
from the American Medical Association
(AMA),3 The Office of the National Coordi-
nator for Health Information Technology
(ONC),4 and the Agency for Healthcare Re-
search and Quality (AHRQ).5 The available
guidance has largely focused on the adoption
of ONC-certified EHRs to meet the meaning-
ful use and Merit-Based Incentive Payment
System (MIPS) criteria that is required for
Medicare reimbursement. Most occupational
health clinics, however, are exempt from the
FIGURE 1. OEHR information flows and func
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MIPS requirements, and have greater flexibil-
ity in EHR implementation. The existing re-
sources also do not address the privacy, data
governance, interoperability, and medical sur-
veillance concerns that are specific to occupa-
tional health.
USE CASES AND OPTIMIZATION
OF OEHRs

The following sections present a use case
scenario to highlight common information
management challenges that OEM clinicians
routinely face and how each proposed rec-
ommendation may operate to improve care.
Although each recommendation is consistent
with current standards and best practices in
implementing general-purpose EHRs, the
informatics requirements of OEM providers
are often unique. The subsequent discussion
section describes the underlying informatics
requirements for each recommendation in
more detail and the mechanisms by which
OEHR implementations can improve the
tionality.

mental Medicine

ational and Environmental Medicine. Unauthorize
quality and efficiency of clinical OEM prac-
tices (Table 1).

1. Recommendation for Health Data
Governance and Stewardship

OEHRs facilitate health data governance and
stewardship through controls that are trans-
parent and accessible at the point of care.
Clinical Case
Current Challenges

A new physician assistant uses an
EHR template to interview his first patient,
a 24-year-old woman with dyspnea that has
progressively worsened over the past several
months during her work at a distribution cen-
ter. Guided by the primary care note tem-
plate, he learns that the patient is pregnant
with her first child and the dyspnea is present
during any type of physical activity and is not
work-related. He provides reassurance that
dyspnea is a common physiological response
in the context of increased oxygen demand
e615
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TABLE 1. Occupational Electronic Health Record Functions

OEHR Component Clinical Utility Implementation Example

Health data governance and
stewardship

Foster best practices in health data governance and
stewardship through transparent and accessible
controls.

A preplacement note template alerts clinicians about GINA
before allowing data entry in a family history field.

Privacy and security Ensure the privacy and security of employee health
records and occupational exposure information.

Label encounters to differentiate the privacy laws governing
administrative exams from those as treating provider.

User access controls and
permissions management

Control access to PHI and ensure only the
minimum necessary data is shared in accordance
with HIPAA.

Export only the subset of medical history that is relevant to
a particular workers’ compensation claim.

Interoperability Exchange personal health information
across health information systems,
providers, and personal devices.

Retrieve data from audiometry equipment, digital
spirometers and continuous positive airway pressure
machines using a FHIR API.

Documentation and data entry Ensure consistency in the documentation
through reference to standardized terminologies.

Document occupation and industry using NAICS and SOCS
codes with the NIOSH ODH standard.

Clinical decision support Assist clinicians in clinical exposure assessment
and promote adherence to clinical guidelines.

Present links to relevant AMA Guides®, MDGuidelines®,
Poison Help, or the PEPline following entry of a diagnosis.

Reporting and medical
surveillance

Facilitate epidemiology, reporting and surveillance
to identify sentinel events and prevent
occupational injuries.

Present real-time reports to improve compliance with respiratory
protection and hearing conservation.

Patient education materials Provide easy-to-read, multilingual handouts
to patients and supervisors regarding
work-related health hazards.

Link to ASTDR Toxic Substances Portal, ToxFacts,
National Pesticide Information Center (NPIC),
International Agency for Research on Cancer.

Employee health portal Foster worker participation and engagement in
occupational health through access to a
health portal.

Allow employees to submit symptom screening
questions online and prompt at-risk workers to
schedule spirometry.

Workflow customization Allow clinicians to customize OEHR processes to
improve preexisting clinical workflows.

Use OEHR data to auto-populate and transmit
restricted duty forms or return-to-work letters
to supervisors.

AMA, American Medical Association; API, application programming interface; FHIR, Fast Healthcare Interoperability Resources; GINA, Genetic Information Nondiscrimination Act
of 2008; HIPAA, Health Insurance Portability and Accountability Act of 1996; NAICS, North American Industry Classification System; NIOSH, National Institute for Occupational Safety
and Health; ODH, Occupational Data for Health; OEHR, occupational EHR system; PHI, personal health information; SOCS, Standard Occupational Classification System.
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and decreased lung capacity during preg-
nancy. In his role as a treating provider, he
discusses potential administrative controls
that may help reduce her symptoms at work.

His second patient is a 28-year-old
woman presenting for a preplacement physical
for the position of a stocker at the same distri-
bution center. Using the same note template,
he documents her last menstrual period and
learns that she is pregnant. Working on behalf
of the employer, the clinician again reviews
howpregnancymay affect her ability to perform
her duties. In performing an assessment of her
physical ability to bend and lift packages, the
clinician searches out heavy objects and chal-
lenges the employee to lift a 40-pound weight,
which she does without issue. When the em-
ployee’s onboarding is delayed, she calls the
clinic to inquirewhether the clinician’s assess-
ment contributed to her delayed start date.

Opportunities to Improve
Data Stewardship

When acting as a treating provider for
the first patient, the clinician was astute to
identify, document and perform an assess-
ment that included the patient’s physiology
of pregnancy. When acting as a medical ex-
aminer on behalf of the employer for the
second patient, the clinician’s attention on
pregnancy physiology and concerns about
pregnancy-related work ability may constitute
e616
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discrimination under laws enforced by the US
Equal Employment Opportunity Commission.
Within the practice of OEM, a provider must
be aware of employee protections and follow
all laws and policies that may apply to differ-
ent patients. An OEHR designed around the
proper governance and stewardship of health
data can assist clinicians in following rele-
vant laws and policies through dynamic
forms, information prompts, and warnings.
An EHR note template that includes ques-
tions on pregnancy and family history should
not be used for administrative preplacement
examinations.
Informatics Considerations
OEM professionals serve multiple cli-

ents, including employees aswell as employers,
insurance carriers, and other healthcare pro-
viders, and must continuously adjust their re-
sponsibilities based on the client they are serv-
ing. All OEHRs must account for and manage
health data governed by a patchwork of state
and federal laws and policies that protect
employee privacy, prohibit employment dis-
crimination, and guarantee employee access
to information. Health Information Manage-
ment professionals supporting these providers
must navigate the regulations applicable to
distinct roles and relationships within the oc-
cupational health sphere. To ensure proper
stewardship of employee health data and im-
© 2024 American Col

tional and Environmental Medicine. Unauthorize
prove theworkflows of OEM clinicians, how-
ever, OEHRs should also promote transparent
communication of how laws and policies ap-
ply to data collection, data transmission, and
clinical decision making at the point of care.

Minimum requirements for occupa-
tional health records are defined by the Occu-
pational Safety and Health Administration
(OSHA). Occupational health records are de-
fined as any records that concern the health
status of an employee and that are created or
maintained by health care personnel, includ-
ing medical and employment questionnaires
or histories, medical opinions, progress
notes, first aid records, prescription informa-
tion, radiographic reports, and laboratory
data.6 OEM clinicians working on behalf of
employers are required to retain all such oc-
cupational records for 30 years beyond the
date of last employment, with limited excep-
tions for certain first aid records that are
stored separately from other employee medical
records, andmedical records of employeeswho
have worked for less than 1 year if provided
to the employee following termination of
employment.6 Similar retention requirements
apply to records that document or analyze oc-
cupational exposures, including sampling data
generated by industrial hygienists and similar
exposure group analysis conducted by occupa-
tional epidemiologists. The records of volun-
tary health promotion programs and Employee
Assistance Programs, however, may be exempt
lege of Occupational and Environmental Medicine

d reproduction of this article is prohibited.
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from OSHA regulations if maintained sepa-
rately from employee medical records.

In addition to OSHA regulations, oc-
cupational health clinicians and their infor-
mation systems must also comply with all
federal and state laws prohibiting employment
discrimination and ensuring equal employ-
ment opportunities. Title I of the Americans
with Disabilities Act (ADA) of 1990, adminis-
tered by the Equal Employment Opportunity,
explicitly prohibits private employers, includ-
ing employment agencies, labor unions, and
state and local governments, from discriminat-
ing against individuals with disabilities.7 Under
the ADA, occupational health clinicians work-
ing on behalf of an employer may not collect
medical information from prospective em-
ployees until after the employer has extended
a conditional offer of employment. The ADA
further requires that the procedures and medi-
cal information obtained in postoffer examina-
tions be the same across all candidates seeking
similar positions and be kept confidential and
separate from the employee’s personnel file.8

The Genetic Information Nondiscrim-
ination Act of 2008 (GINA) prohibits dis-
crimination on the basis of genetic informa-
tion for any aspect of employment, including
hiring decisions, job assignments, or terms
and conditions of employment.9 Given that
employers are prohibited from using genetic
information, including information that may
be routinely collected on a family history, to
make decisions regarding employment op-
portunities, occupational health clinicians
acting on behalf of an employer should nei-
ther use nor document such genetic or family
information in their clinical assessments or
documentation provided to the employer,
with limited exceptions for compliance with
FamilyMedical Leave Act requirements.10,11

Any genetic information that is documented
by an occupational health clinician, including
information that may be volunteered on family
history of COVID-19 infections, must be kept
confidential and should not be transmitted to
the employer or outside entities in accordance
with GINA protections of genetic information.

Occupational health data that is be-
yond the scope of these federal laws may still
be protected in other ways. For example, em-
ployees may also be considered consumers
of workplace health promotion initiatives
and data obtained from such wellness pro-
grams may be regulated by the Federal Trade
Commission.12 Increasingly, individual states
are passing their own privacy laws to protect
additional types of sensitive personal data, in-
cluding health-related information that is not
covered by Health Insurance Portability and
Accountability Act of 1996 (HIPAA), but
may be collected, maintained, or shared from
OEHRs.12 Ongoing efforts to consolidate this
patchwork of rules into more comprehensive
data health privacy laws are under review at
the federal level and may result in additional
© 2024 American College of Occupational and Environ
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requirements for OEM providers in the future.
OEHRs developed on a foundation of these
state and federal requirements can facilitate
proper stewardship of employee health data.

2. Recommendations for Privacy and
Security:

OEHRs ensure the privacy of employee
health and exposure information and main-
tain EHR industry standards for security.
Clinical Case
Current Challenges

A 54-year-old man presents to an
onsite corporate OEM clinic as part of a rou-
tine preplacement examination for a security
job at a large chemical manufacturer. On a
paper health questionnaire, the patient re-
ports a seizure disorder, type 2 diabetes,
and a recent emergency room visit for chest
pain that was attributed to gastroesophageal
reflux disease. During the interview, the pa-
tient reports several subsequent episodes of
substernal chest discomfort that have not
been relieved by his new prescription for
pantoprazole or his usual over-the-counter
antacid medications.

The examining clinician collects more
information from the examinee’s treating
physicians before making a job fitness deci-
sion. The clinic administrative staff obtained
a signed release to obtain information from
the examinee’s primary care provider (PCP)
as well as from the recent emergency room
visit. After sending several reminders re-
questing clinical assessment of the seizure
disorder and the patient’s atherosclerotic car-
diovascular disease (ASCVD) risk, the OEM
clinic receives extensive notes covering more
than a decade of clinical encounters from the
PCP’s office and as well as a 150-page print
out of electronic medical records from the
hospital emergency department. The OEM
clinician identifies a recent stress test and
documentation of well-controlled epilepsy
in five pages of these notes, but all documen-
tation is retained by the employer as part of
the employee’s occupational health record.

Opportunities to Improve Privacy
Both the patient’s PCP and the hospital

system shared more clinical information than
was requested by the OEM clinician to per-
form the job fitness evaluation. The transmis-
sion of excess clinical information not only
made the OEM clinicians assessment more
time consuming, but without a signed release
ofmedical information, it could represent a vi-
olation of the employee’s right to privacy and
confidentiality of outside medical records. A
trained occupational medicine clinician is able
to discern employment and nonemployment
related medical information and only take into
mental Medicine

ational and Environmental Medicine. Unauthorize
consideration employment related medical in-
formation. OEHRs have the capacity to store
vast amounts of health information but should
seek to limit the information they receive
through health information exchanges in com-
pliance with state and federal laws and poli-
cies on health data privacy.
Informatics Considerations
Integrating an OEHR system into an

employee occupational health practice con-
tinues to be challenging because of security
concerns related to privacy and confidential-
ity of employees’ PHI.13 Security involves
protecting data and resources, including data
storage and transmission. A breach in data
security can occur when information is
shared with unauthorized personnel, either
intentionally or unintentionally. Privacy is
regarded as a fundamental employee right,
granting the employee complete authority
over access and sharing of their private infor-
mation, subject to their consent. Confidenti-
ality, closely related to privacy, focuses on
protecting data from unauthorized access.

When providing medical treatment be-
yond first aid, occupational clinicians and
their medical records are also subject to regu-
lation by the US Department of Health and
Human Services. In 1996, for the first time,
national requirements were established for
the protection of certain health information.
To implement the HIPAA requirements, the
USDepartment of Health andHuman Services
issued the Standards for Privacy of Individu-
ally Identifiable Health Information (Privacy
Rule). The Privacy Rule seeks to promote
high-quality health care by balancing the
proper protection of PHI with the need to
share relevant health information for the pro-
vision of healthcare services.14 Although the
Privacy Rule was designed to be flexible and
sufficiently comprehensive to cover the vari-
ous uses and disclosures that need to be
addressed,14 the overall effect was increased
emphasis on the protection of EHRs from
unauthorized access. Under HIPAA, occupa-
tional health clinicians are a covered entity
when they transmit PHI electronically, even
by fax, and must abide by the HIPAA rules
addressing such transmissions.15

Although employers are generally not
covered entities under HIPAA and OSHA it-
self does not directly enforce HIPAA regula-
tions, OSHA does require employers to com-
ply with specific confidentiality protocols
when dealing with health-related information
obtained through occupational health and
safety activities. Additional federal and state
privacy laws may further delineate the extent
of privacy protections afforded to employee
health information. Evolving laws and poli-
cies, for example, pertain to the privacy of
specific categories of health information, in-
cluding release of information on HIV/
e617
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AIDS,16 substance use disorder or other
mental health diagnoses,17 and access to re-
productive health services.18 To assist both
OEM clinicians and the privacy of their pa-
tients, OEHRs should account for and facili-
tate compliance with the changing privacy
protections at the federal and state level.

Management of privacy and PHI in
OEHRs is also distinct from the privacy pro-
tections commonly used in general medical
records. Although general-purpose EHRs
often have the capability to access PHI from
state information systems, such as immuniza-
tion information systems (IISs), Prescription
Monitoring Programs (PMPs), and Electronic
Lab Reporting, there are valid privacy and le-
gal concerns that may prevent OEHRs from
routinely accessing this data. Conversely, fit-
ness for duty evaluations where drug testing
is carried out either for cause or for workplace
surveillance programs should not be visible to
community providers in their EHRs.8 In order
to manage these privacy protections, OEHRs
need to account for the purpose of an occupa-
tional health encounter, and differentiate be-
tween administrative visits conducted on be-
half of an employer and clinical visits that
are conducted in the role of a treating provider.

Workplace wellness and health pro-
motion programs, sometimes designed by
OEM or preventive medicine providers,
may also collect and share data as entities
that are not covered by HIPAA. Employee
participants in such voluntary workplace
wellness programs may not be aware that
their data is not afforded the same regulatory
or legal protections as other occupational
health data. The management of health infor-
mation collected during mandatory screen-
ing or voluntary wellness programs should
be transparent to employees and should avoid
unnecessary sharing with community-based
providers. OEHRs should facilitate a separa-
tion of these data sources or treat all data as
PHI under a covered entity.

In the absence of more comprehen-
sive data privacy laws at the federal level,
more than 10 states have now passed data
privacy laws that protect additional types of
sensitive personal information. Although
data collected by HIPAA-covered entities
and nonprofits are often exempt from these
state laws, business entities that may store in-
dividual level data from health promotion
initiatives or in human resources databases,
such as return to work dates following
COVID-19 or maternity leave, must ensure
compliance with these emerging state laws
as well.12 The California Privacy Rights Act
of 2020 is particularly noteworthy as it
adopts elements of the General Data Protec-
tion Regulation in the European Union to
protect data on race, religion, union member-
ship, and biometrics as sensitive personal
information.19–23 Common elements of an
OEHR, such as biometric data recorded from
e618
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health promotion initiatives or religious affil-
iation recorded from vaccination exemp-
tions, must therefore comply with all security
requirements of the California Privacy Pro-
tection Agency to prevent unauthorized ac-
cess or disclosure.23

Healthcare organizations have already
adopted multiple safeguards, such as backups,
firewalls, encryption, and multifactor authen-
tication to enhance the security of their health
databases. Security technologies are in con-
stant flux, however, and protecting patient
privacy also requires regular cybersecurity
training, vulnerability assessments, penetration
testing, and adoption of new strategies to
meet emerging cybersecurity threats. To
protect employee health and exposure in-
formation, OEHRs should maintain current
industry standards for healthcare data security,
incorporating technologies like encryption
and facilitating business practices like cyber-
security audits.

3. Recommendation for User Access
Controls and Permissions Manage-
ment:

OEHRs utilize access controls and permis-
sions management to facilitate access to oc-
cupational health data.

Clinical Case
Current Challenges

A 50-year-old man presents to the oc-
cupational medicine clinic for a preplacement
examination on behalf of his future employer.
The patient does not know what his official
job title will be and only a general sense of
what his required job taskswill include. He re-
ports that he will be working an 8-hour night
shift on the production floor of a company that
manufactures metal-cutting equipment. He
does not know the physical job demands of
his job, whether he will be exposed to hazard-
ous substances, or whether he will be ex-
pected to wear a respirator.

As part of a large healthcare system,
the occupational medicine clinic has been re-
quired to adopt the newly installed institu-
tional EHR. In an effort to comply with the
institutional mandate while addressing data
privacy protections, the OEM clinic has es-
tablished a process to routinely request writ-
ten permission from examinees to access
their individual health records from the insti-
tutional EHR. During the office visit, the cli-
nician uses an electronic note template that
automatically imports a summary of the pa-
tient’s past medical history, including a re-
mote history of alcohol use disorder and psy-
chiatric hospitalization from 10 years prior,
and a current diagnosis of stable depression
managed without medications. A sibling’s
suicide is also automatically imported into
© 2024 American Col

tional and Environmental Medicine. Unauthorize
the family history section of the default note
template.

Opportunities to Improve Access
Control

Easily accessed office notes from the
patient’s PCP provide detail on the patient’s
remote personal and family history of mental
health concerns that are unrelated to the pa-
tient’s current ability to perform his physical
duties on a production floor. The excessive
and unnecessary sharing of such health infor-
mation may leave the OEM provider and the
employer potentially liable for a breach of
both HIPAA’s limited use criterion as well
as GINA’s restrictions on the sharing of fam-
ily history. Employment-related medical
notes should allow electronic customization
to limit information that is irrelevant to em-
ployment. Health information exchange be-
tween OEHR and EHR databases must be
conducted with clear user access controls to
ensure compliance with all federal, state,
and local laws and policies.

Informatics Considerations
Historically, many occupational health

practices have maintained occupational injury
and illness records in isolation, often sepa-
rately from other medical records within the
same health system. Although the privacy of
employee health records is paramount, pri-
vacy concerns often impede any sharing of
data across information systems rather than
spur the integration of systems with appropri-
ate user access permissions.24 User access
controls refer to the process by which organi-
zations regulate the information a user may
access, ensuring each user can view only in-
formation relevant to their needs and appro-
priate for their credentials. Defining access
controls and permissions is especially impor-
tant when sharing information between differ-
ent employees within a single organization.

A primary goal of the HIPAA Privacy
Rule was to balance patient privacy and data
protection with permissions for the use and
transmission of health information needed
to provide high quality healthcare. Guided
by a central principle of “minimum neces-
sary” use, occupational health clinics are re-
quired to make reasonable efforts to use, dis-
close, and request only the minimum amount
of PHI that is needed to accomplish the
intended goal for information sharing.14,24

Under the Health Information Tech-
nology Economic and Clinical Health Act
(HITECH), the HIPAA rules were strength-
ened, extending the HIPAA security provi-
sions to business associates of covered
entities.25 If an employee or their designee
requests their medical records from one of
these entities, records are to be provided
without cost or be apprised of the reason for
delay in providing the medical record within
lege of Occupational and Environmental Medicine
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30 days of the request.6 Select state govern-
ments have narrowed this window to within
15 days of the original request, and encourage
the provision of all PHI as soon as possible.

In accordance with OSHA regulation
1910.1020, occupational health providers
working on behalf of an employer must also
be prepared to provide the complete occupa-
tional health records not only to the em-
ployee, but also any officially designated rep-
resentatives, such as union representatives,
within 15 working days of the request.6 Per-
sonal health information can also be re-
quested directly by OSHA itself. When
OSHA requires access to personally identifi-
able employee medical information, OSHA
will provide the employer with a written ac-
cess order pursuant to 29 CFR 1913.10(d).6

Upon receipt, the employer is obligated to
provide the requested records. Release of in-
formation in such circumstances can be espe-
cially challenging for OEM clinicians that
are also bound by confidentiality agreements
with the employer, who retains the right to de-
lete any information on processes and chemi-
cal substances that may be considered trade
secrets.6 Appropriate governance of these data
sources requires sophisticated permissions
management that allows different users to
have different levels of access to information.

The 21st Century Cures Act Final
Rule (2020), issued by the ONC established
more extensive policies on the sharing of
electronic PHI26–28 through health informa-
tion exchanges (HIE) as a standard practice.
The core idea of HIE is straightforward: to
ensure that all relevant data is available to
the appropriate team members at the point
of care. This shift toward HIE is aimed at en-
hancing the delivery of comprehensive care
to individuals and populations, ensuring that
healthcare providers have access to all
health-related information needed to achieve
better medical care quality and patient out-
comes. In the context of occupational health,
such interconnected electronic health systems can
allow elements of an employee’s health and ex-
posure record to be electronically accessed and
shared on a need-to-know basis across an or-
ganization. User access controls and permis-
sions management are the technologies that
allow the employee health information to be
exchanged and shared while maintaining
employee health data privacy and security.29

4. Recommendation for Interoperability:

OEHRs support interoperability and exchange
of electronic PHI through APIs and current
data standards.

Clinical Case
Current Challenges

A 45-year-old roofer who has been
working for a construction company for the
© 2024 American College of Occupational and Environ

Copyright © 2024 American College of Occup
past year presents with a chief concern of
acute onset low back pain following a fall at
work. At an OEM clinic affiliated with a
large healthcare system, the patient describes
9/10 sharp pain and provides a limited medi-
cal history. In the context of pain, he reports
he cannot remember his prescribed medica-
tions, which have changed recently.

The OEM clinician, working as a
treating provider on behalf of the injured
worker, evaluates the patient and, following
a reassuring x-ray of the lumbosacral spine,
diagnoses him with a lumbar strain. To assist
in acute pain management, the OEM clini-
cian checks the state PMP prior to writing a
prescription for tramadol. The following
day, the patient presents to the emergency
room with acute onset nausea, vomiting,
tremors, and disorientation. His medication
list from the general EHR contains a recent
prescription for the SNRI venlafaxine and
the patient is diagnosed with serotonin syn-
drome - a life-threatening condition that can
result from interaction of tramadol with
SSRls, SNRIs, and MOAIs.

Opportunities to Improve
Interoperability

Although the patient’s two medica-
tion lists were housed within the same health-
care system, a complete firewall had been
erected between the OEHR and the general
EHR to ensure compliance with employee
privacy laws. With the patient’s consent and
release of limited data on current prescription
medications, an automated medical reconcil-
iation of the OEHR and EHR databases
could have flagged the drug-drug interaction
at the time of tramadol prescription. A com-
prehensive health information exchange with
proper user access controls between health
professionals both within and across organi-
zations can serve to improve treatment and
worker health. In the current case, the lack
of interoperability between the OEHR and
the general EHR placed the patient at higher
risk of injury.

Informatics Considerations
ACOEM supports interoperability of

occupational data to be used for the health
of working patients and populations when in-
formation exchange is performed in accor-
dance with all applicable employee protec-
tion laws and policies.2 The delivery of
high-quality care relies upon OEHRs being
able to seamlessly share patient data across
different healthcare providers and informa-
tion systems, a concept referred to as interop-
erability. Akin to the measures taken to bring
seamless communication among various cel-
lular phones, the adoption of data standards
is beginning to close the gap between these
disparate systems.
mental Medicine

ational and Environmental Medicine. Unauthorize
In recent decades, Standard Develop-
ment Organizations have established industry
standards such as SNOMED CT and HL7
(Health Level Seven), which have achieved
widespread adoption and facilitated semantic
interoperability—the capability of systems to
exchange and comprehend shared health data
(see supplementary material for glossary of
relevant terms, http://links.lww.com/JOM/
B717). SNOMED CT provides a comprehen-
sive ontology for clinical terminology, akin to
a dictionary, while HL7 establishes the stan-
dards for communication and messaging
structure, like the grammar of a language.30

Despite the widespread adoption, with 95%
of US hospitals utilizing some version of
HL7, the standard is hindered by outdated
protocols, messaging limitations, and code
largely unintelligible to humans.31,32

One example of these limitations is
HL7’s Consolidated Clinical Document Ar-
chitecture (C-CDA) standard for record shar-
ing. Its document-centric approach requires
sending whole documents (eg, discharge
summary), when only specific pieces of infor-
mation are needed (eg, current medications).
To overcome these challenges, HL7’s latest
standard, Fast Healthcare Interoperability Re-
sources (FHIR) takes a new approach to
interoperability.33 FHIR leverages modern
technology, enabling a more granular model
of health data and incorporating APIs and
web-based protocols.34 This approach not
only enables the building of documents like
C-CDA but also an unparalleled capability to
parse, search, and isolate each data point of
the medical record.34

The C-CDA can be likened to an “ev-
erything pizza,” layered with all the elements
(toppings) of a medical record, including de-
mographics, allergies, and plan of care. The
limitation in the C-CDA is the inability to
transform this “everything pizza” into a more
specific “pepperoni pizza” by, for example,
sharing only allergies. Conversely, FHIR of-
fers the versatility to be any “pizza combina-
tion,” accommodating both comprehensive
records and precise data extraction. This
model opens countless possibilities for pro-
moting interoperability, occupational health
research, and public health surveillance.
One notable potential application is the auto-
mation of reportable conditions. Leveraging
FHIR for electronic case reporting could al-
low for the automatic detection of reportable
conditions within medical records and their
subsequent electronic submission to appro-
priate public health authorities.35,36

Similarly promising for enhancing
interoperability are SMART (Substitutable
Medical Applications and Reusable Tech-
nologies) on FHIR applications. Inspired
by the flexibility of mobile applications,
this software can access EHR data via APIs
and support the “plug-and-play” interoper-
ability of third-party applications, enabling
e619
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seamless integration without the need for
costly development and custom EHR integra-
tion efforts.35,37 This approach significantly
lowers the barriers for smaller organizations,
allowing them to affordably incorporate ad-
vanced functionalities into their EHRs, and
may be productively implemented by OEHR
vendors to interface directly with audiometry
equipment, spirometers, blood pressure
monitors, as well as personal monitors and
wearable devices.37–40 Such applications
offer exciting new opportunities for OEM
providers to interface with and utilize data
that is otherwise beyond the scope of an
OEHR, including safety records and expo-
sure assessments.

In an increasingly fragmented health-
care system, the exchange of health informa-
tion among OEM treating providers, primary
care physicians, and specialists is critical for
patient safety and the effective management
of worker health. Despite the legal require-
ments to keep medical records confidential,
there is also a need to ensure clinicians can ac-
cess comprehensive knowledge about an in-
jured worker’s relevant medical history across
healthcare professionals when necessary. Just
as we have previously recommended imple-
menting the standardized industry and occu-
pational data in general purpose EHRs based
on the United States Core Data for Interopera-
bility, ACOEM further affirms the importance
of OEHRs to access and utilize this data col-
lected from other healthcare providers through
the implementation of health information ex-
change standards such as FHIR.2 Imple-
menting improved electronic health informa-
tion exchange systems can facilitate quality
improvement in the delivery of occupational
medicine and improve the health of all current
and former workers.

5. Recommendation for Documenta-
tion and Data Entry:

OEHRs facilitate structured documentation
of occupational exposures and hazards to im-
prove quality and outcomes in occupational
health.
Clinical Case
Current Challenges

A 45-year-old outpatient nurse pre-
sents to an independent OEM clinic for a nee-
dlestick injury. In evaluating the injured
worker’s risk of infection, the OEM clinician
documents the patient’s immunosuppression
and increased susceptibility to infection due
to ongoing treatment of breast cancer with cy-
clophosphamide. After a thorough review, the
clinician administers postexposure prophy-
laxis to mitigate the risk of HIV transmission
and orders serial bloodwork to evaluate HIV
status and liver function. A week later, the
same patient returns for an unrelated ankle in-
e620
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jury after slipping on a wet floor while at
work. The same OEM clinician manages both
the ankle injury and the follow-up bloodwork
for the needlestick injury in several clinical
encounters over the subsequent months.

As part of the routine workers’ com-
pensation process for the work-related ankle
injury, the occupational medicine clinical
staff are requested to send clinical notes to
the employer’s human resources department
for claims adjudication. A medical assistant
compiles printouts of clinical notes that in-
clude overlapping health information on both
the needlestick injury and the work-related
ankle injury. As part of this process, the
employee's cancer diagnosis and ongoing
chemotherapy are shared with worker’s com-
pensation office in the human resources
department.

Opportunities to Improve
Documentation

Sharing information on the needle-
stick injury, cancer diagnosis, and chemo-
therapy treatment violated the employee’s
privacy and confidentiality since this infor-
mation was not pertinent to the work-related
injury under review for the workers’ com-
pensation claim. To properly safeguard em-
ployee privacy, documentation in an OEHR
requires more sophisticated data entry proce-
dures than a general purpose EHR. OEHRs
must enable OEM clinicians to collect and
document data that is not only specific to
the employer, but also the incident of injury.
OEHRs that do not properly segment past
medical histories and clinical encounter
notes increase the risk of privacy breach.
By leveraging structured data entry, an
OEHR should be able to categorize the min-
imum data that is required by workers’ com-
pensation or other third party to accomplish
the purpose of data transmission.

Informatics Considerations
Structured data entry for diagnosis

codes and level of service are commonly im-
plemented in EHRs for billing purposes, but
such structured data entry can also facilitate
diagnostic accuracy and consistency across
providers. OEHRs, for example, can help
ensure consistency in the documentation
of occupation, industry and work activities
through reference to standardized hierar-
chical classifications such as North Amer-
ican Industry Classification System, the
Standard Occupational Classification Sys-
tem, the US Census Codes for both Occu-
pation and Industry, and the Occupational
Information Network (O*NET).41 The Na-
tional Institute for Occupational Safety and
Health (NIOSH) has already adapted these
coding systems in the Occupational Data for
Health (ODH) framework for data collection
and transmission of occupational information
© 2024 American Col
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in EHR systems, with implementation
guides and concept dictionaries made avail-
able through the CDC Public Health Infor-
mation Network Vocabulary Access and
Distribution System (PHIN VADS).42 The
ODH framework is also in alignment with
the HL7 Work and Health Functional Pro-
file (WHFP) standards43 that are part of
the HL7 Electronic Health Record System
Functional Model (EHR-S FM) and which
seek to optimize the use of occupational
data to improve health outcomes rather
than billing or administrative purposes.
ACOEM has previously recommended the
implementation of the ODH in general pur-
pose EHRs,2 and use of the same codes in
OEHRs would ensure consistency across
providers and interoperability among
health care systems.

A comprehensive OEHR can further
improve the quality and efficiency of clinical
documentation by integrating templates tai-
lored for routine administrative exams, com-
mon injuries, and frequent exposures. A library
of templates, for example, could improve the
consistency of clinical documentation of occu-
pational histories and exposure assessments by
providing structured data entry fields for date,
time, duration, location, and estimated intensity
of exposure or mechanism of injury. Although
such structured data entry can be time consum-
ing during an encounter, the data can often im-
prove downstream clinical efficiency by
prepopulating forms and letters, greatly reduc-
ing the time required to complete required pa-
perwork such as Department of Transportation,
workers’ compensation forms, return to work
letters, or medical clearance for respiratory pro-
tection programs.44

Structured data entry is also important
for follow-up, as such data can be used to
systematically assess patient progress for
re-evaluations of functional restrictions, es-
timate return towork dates, or establish max-
imum medical improvement. The NIH’s
Patient-Reported Outcomes Measurement
Information System (PROMIS) initiative,
for example, provides a set of validated mea-
sures of physical, mental and social health
that have been increasingly used in occupa-
tional medicine practices.45 These standardized
measures can be used to document a patient’s
self-assessment of their own capabilities over
time, enable OEM clinicians to track patient
progress on their return to work goals, or fa-
cilitate the clinical assessment of maximal
medical improvement following treatment
such as physical therapy.

Structured data entry is often viewed
as a cumbersome requirement for providers
who are more fluid with free-text notes. Data
entry need not interrupt the clinical workflow,
however, both the NIOSH ODH and the
PROMIS measures discussed above are col-
lected through patient self-report and can be
administered at any time through employee
lege of Occupational and Environmental Medicine
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portals or secure transmission of electronic
forms. Implementation of these forms can
therefore shift some of the burden of data
collection onto patient-centered electronic
forms and thereby improve the overall effi-
ciency of data collection. In addition, soft-
ware features such as Natural Language Pro-
cessing (NLP), Artificial Intelligence (AI)
Virtual Scribes, and Large Language Models
are increasingly available in EHRs, and these
tools may further improve clinical workflows
by automated coding of structured data di-
rectly from audio recordings or free-text en-
counter notes.

Ultimately, improved documentation
can facilitate review of occupational injuries
and illnesses, medical surveillance, and the
assessment of occupational hazards. In addi-
tion, more consistent documentation in an
OEHR is the foundation for leveraging CDS
systems and driving improvements in clinical
care across providers and over time. Finally,
structured data entry enables data exchange
with proper access controls. Given the high
likelihood that elements of clinical notes will
subsequently be accessed for administrative
purposes, compensation claims, or indepen-
dent medical evaluations, it is important that
the occupational health note be designed with
downstream data use and transmission re-
quirements in mind. By structuring the data
entry of PHI into discrete data fields, OEHRs
may facilitate communication and transmis-
sion of the minimum required health data to
other clinical providers and administrative
personnel. OEHRs that structure clinical en-
counter notes can ensure employee privacy is
maintained during future sharing of PHI.

6. Recommendations for Clinical Deci-
sion Support:

OEHRs implement CDS systems to improve
decision-making at the point of care.

Clinical Case
Current Challenges

A 50-year-old warehouse worker pre-
sents to the occupational health clinic for a
fitness for duty evaluation following medical
leave for a low back injury he sustained while
landscaping at his house. The patient reports
that he is desperate for a paycheck and eager
to return. On further questioning, he reports
improvement at physical therapy, which he
has attended once a week for the past 3
weeks. A note from his treating PCP states
simply ‘ok to return to work’, without speci-
fying the type of work or tasks the patient is
capable of performing. The clinician has
not been provided any information from hu-
man resources regarding job requirements
or work tasks, and the employee is not aware
whether he will be operating a forklift or
unpacking palettes upon his return. The clini-
© 2024 American College of Occupational and Environ
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cian recalls several low back injuries in the
same warehouse over the course of the past
year, but she has not had the time to perform
a chart review or assess whether injuries fol-
low a pattern by shift, machine operator, or
work task.

Given the absence of data and the
worker’s desire to return to work, she ap-
proves him for full duty. Several weeks later,
the patient returns after sustaining a low back
injury while unloading palettes at work. He
reports that he has been working double-
shifts to cover back rent and has not rotated
job tasks since returning to the warehouse.
A different clinician now removes the patient
from work, completes an OSHA work-re-
lated injury form and provides the patient
with information on how to file a workers’
compensation claim for a work-exacerbated
low back injury.

Opportunities to Improve Clinical
Decisions

With limited access to information,
the occupational health clinician made a
poorly informed decision on fitness for duty
that ultimately resulted in worse outcomes
for both the patient and the employer.
OEHRs can assist clinicians by aggregating,
analyzing, and presenting relevant informa-
tion to clinicians at the point of care in the
form of CDS. By leveraging access to
existing information resources, OEHRs can
present OEM clinicians job descriptions
from local human resources databases or
the most common job tasks associated with
occupational titles from the O*NET data-
base. Epidemiology dashboards can provide
comparisons between internal injury reports
and the rates of injury for corresponding
job titles from the Bureau of Labor Statistics.
Return-to-work guidance from resources like
MDGuidelines® can present clinicians with
suggested return to work timelines following
specific injuries and illnesses, such as low-
back pain. In each instance, CDS systems
that present the clinician with relevant data
and evidence-based reference materials can
facilitate more informed decision making,
and promote safe and effective return towork
plans, a goal shared by both employees and
employers.

Informatics Considerations
A central purpose for adopting an

EHR is to drive quality improvement in clin-
ical practice through integration of clinical
resources and implementation of CDS sys-
tems. OEHR systems can play a crucial
role in enhancing the health and safety of
employees by integrating a broad range of
medical, exposure and public health data to
support clinical decision making. OEHR
systems have the opportunity to integrate in-
ternal employee health data—including
mental Medicine

ational and Environmental Medicine. Unauthorize
medical histories, workplace injury reports,
and periodic health assessments—with ex-
posure data, such as noise, air, and chemical
monitoring data.

As highlighted in prior NIOSH re-
search, CDS can improve clinical workflows
by delivering what has become known as the
five rights: “the right information to the right
person in the right intervention format
through the right channel at the right time
in the clinical workflow.”46,47 At the individ-
ual level, decision support can be as simple
as flags and color coding to ensure proper
documentation and completeness of records.
CDS may also employ automated clinical cal-
culators to streamline repetitive tasks, such as
the documentation of body mass index and
ASCVD risk scores, or flag known drug-drug
interactions with warnings or reminders.

By interfacing with organizational-
level data, decision support may also assist
OEM clinical assessments by providing de-
tailed job titles, work tasks and work loca-
tions from human resource databases, as well
as real-time occupational exposure data such
as air monitoring or noise levels recorded in
industrial hygiene databases. By further in-
corporating publicly available data such as
regional health statistics and environmental
health alerts, OEHRs can offer additional
contextual insights that are critical for accu-
rate risk assessment and management. Inte-
gration of these disparate data sources and
synthesis of this information into a singlewin-
dow can provide OEM clinicians with a com-
prehensive view of the occupational and envi-
ronmental hazards and enable healthcare
providers to make more well-informed de-
cisions at the point of care.

An OEHR can further facilitate quality
improvement and promote adherence to
clinical guidelines and best practices by inte-
grating reference libraries and relevant infor-
mation sources to clinicians within their
existing clinicalworkflow. In addition to gen-
eral medical resources such as UpToDate®
or Dynamed that are commonly linked
within EHRs, anOEHRmay benefit from in-
tegration from diverse occupational resources,
including: work tasks from O*NET41; regis-
tries of Safety Data Sheets (SDS); the NIOSH
Pocket Guide to Chemical Hazards with Rec-
ommended Exposure Limits48; the ACGIH
Threshold Limit Values and Biological Ex-
posure Indices through the Digital Library49;
as well as both national and state OSHA
Permissible Exposure Limits.50 Direct links
to guidelines can be especially important in
the context of rapidly evolving practices, such
as the Centers for Disease Control and Preven-
tion’s (CDC) guidance on infection control
and management of SARS-CoV-2 exposure
among healthcare personnel51 throughout the
early COVID-19 pandemic period.

When the CDS is tailored to a specific
patient’s occupational injury or illness, it can
e621
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be particularly effective in promoting adher-
ence to clinical best practices. Prior NIOSH
research46 has demonstrated the value of
CDS in the management of common work-
related concerns in primary care,52 including
work-related asthma,53 acute low back
pain,44 and diabetes.54 An OEHR could
equally utilize a patient’s diagnostic codes
(ICD-10) to deliver relevant material from
MDGuidelines® or AMA Guides® to the
Evaluation of Permanent Impairment at the
point of care.

OEHRs can also facilitate outreach
and clinical consultation by reducing barriers
to e-consultation or promoting external con-
sultative services, such as the University of
California, San Francisco National Clinical
ConsultationCenter PEPline for Post-Exposure
Prophylaxis of Bloodborne Pathogens55 or a
local Poison Control Office through Poison
Help.56 Although such consultation ser-
vices may already be widely available, in-
tegration of these tools directly within a cli-
nician’s workflow reduces barriers to access
these services and may increase uptake by
clinicians. An OEHR, which links to or in-
tegrates the PEPline chatbot into the user
interface of a bloodborne pathogen expo-
sure template, for example, might promote
confirmation of local PEP practices with
national guidelines and improve a clinician’s
ability to respond urgently to challenging sit-
uations, such as breastfeeding employees
who experience an occupational needlestick
exposure. Depending on the context, an
OEHR may also facilitate e-consultation ser-
vices with other clinical specialties, such as
physical medicine and rehabilitation, ortho-
pedics or neurology.

The synthesis of internal employee
health data with exposure assessments, in-
dustrial hygiene data, and publicly avail-
able datasets can enable OEM clinicians
to make well-informed decisions at the
point of care, reducing workplace injuries
and illnesses and enhancing overall work-
place health.

7. Recommendations for Reporting
and Medical Surveillance:

OEHRs enable real-time reporting, epidemi-
ology, and medical surveillance to identify
sentinel events and prevent occupational
injuries and illnesses.
Clinical Case
Current Challenges

A 32-year-old worker from a manu-
facturing plant presents to an occupational
health clinic for concerns of worsening short-
ness of breath while at work. He reports that
his symptoms typically get worse over the
course of the week and improve when he
e622
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returns home to Puerto Rico on vacation.
The company produces polyurethane foams
and coatings using methylene diphenyl
diisocyanate, a volatile compound known to
cause skin sensitization, dermatitis, and
asthma, and the employee has received peri-
odic spirometry testing throughout his em-
ployment. Despite the use of engineering
controls and adherence to safety protocols,
the employee reports ongoing concerns re-
garding prolonged exposure effects. The oc-
cupational health clinician orders a spirome-
try test, provides the patient with a peak flow
meter and diary, and schedules follow-up in
2 weeks.

On follow-up, the patient presents
with ongoing symptoms. The peak flow di-
ary demonstrates decreased airflow over the
course of the workday with lowest flows ob-
served at night after he has left work. Spi-
rometry was performed on a Monday morn-
ing and demonstrates only a very mild reduc-
tion in forced expiratory volume in one
second (FEV1) compared to the prior exam,
and little change in forced vital capacity
(FVC). The FEV1/FVC ratio remains above
0.7. The clinician briefly examines prior spi-
rometry results and observes only a slight de-
crease in the FEV1 over time, which she at-
tributes to aging. She does not diagnose the
patient with airflow obstruction, but encour-
ages follow-up for his routine annual spirom-
etry, which is scheduled in 8 months.

Opportunities to Improve Medical
Surveillance

Medical surveillance programs can pro-
vide critical insights into the health of workers
exposed to known occupational hazards, such
as methylene diphenyl diisocyanate, and are
designed to enable early detection of work-
related illnesses fromwell-characterized occu-
pational hazards. Most medical surveillance
programs examine workers on an individual
and case-by-case basis, and do not routinely
aggregate or analyze data across a panel of
workers or over time. OEHRs provide oppor-
tunities to generate reports on medical surveil-
lance programs and perform analysis of the
aggregate level data in real-time. Ongoing
longitudinal analysis of worker cohorts in-
volved in screening programs, such as the
respiratory protection program above, offer
the potential using epidemiologic analysis
methods to uncover emerging trends in in-
cidence of occupational symptoms and dis-
ease by worksite, job title, job task, shift, or
chemical exposure.

Informatics Considerations
In addition to providing direct patient

care, OEM clinicians are active practitioners
of population health management through
medical surveillance programs, immuniza-
tion administration and tracking, and
© 2024 American Col
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reporting on work-related injuries and ill-
nesses. An OEHR can facilitate these tasks
through reporting modules that track and dis-
play summary information on work-related
injuries and illnesses; compliance rates for
vaccine mandates; results from annual
screening questionnaires, such as for occupa-
tional asthma, allergies, or latent tuberculo-
sis; and follow-up schedules for hearing con-
servation or respiratory protection programs.

Real-time health analytics by diagno-
sis, job title, location, and mechanism of in-
jury can also enable OEM practitioners to
identify novel exposures and perform early
intervention to reduce occupational expo-
sures. Visualization of epidemiology data
can, for example, identify emerging health
hazards from reported symptoms or injury
rates following the introduction of a new
technology or chemical compound in the
work site; demonstrate increasing risk of ex-
posure and the need for increased masking
from trends in COVID-19 incidence across
work areas and departments; and flag impor-
tant sentinel health events, such as silicosis,
that require immediate exposure assessment.

In addition to organizational data,
OEHRs can also leverage external data
sources to further facilitate medical surveil-
lance activities. The COVID-19 pandemic,
for example, highlighted the numerous chal-
lenges of tracking and reporting immuniza-
tions within an organization. Historically,
compliance with mandated vaccinations,
common among health care personnel, had
been documented in occupational health re-
cords but shared outside the organization
only rarely, and with written authorization
by the employee. Following the introduction
of broad-based employer vaccination man-
dates during the COVID-19 pandemic, the
need for interoperability24,57,58 and data ex-
changewith IISs that consolidate vaccination
information for persons living in a geopoliti-
cal area59 became clearer. The pandemic
highlighted how timely data exchange might
facilitate tracking of workforce vaccine rates;
improve compliancewith state and local pub-
lic health requirements; and encourage strat-
egies to improve vaccine access, decrease
hesitancy and leverage acceptance.60,61

However, significant gaps remain: imple-
mentation of IISs vary by state, and provider
knowledge of the registries and reporting of
data varies by medical specialty.62 OEHRs
that facilitate the electronic release of infor-
mation and offer capabilities for data ex-
changewith IISs or the CDC's Immunization
Gateway can greatly enhance reporting and
medical surveillance of worker populations.

Similar data exchange strategies may
be applied with work-related injuries and
other notifiable conditions. Data exchange
with state and federal agencies in this context
not only facilitates compliance with statutory
reporting requirements but also enables
lege of Occupational and Environmental Medicine
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OEM clinics to compare organizational in-
jury and illness rates with those of surround-
ing businesses and industries in real-time.
When linked with exposure data, health in-
formation exchange with general-purpose
EHRs that use theOccupational Data for Health
framework can further facilitate the identifica-
tion of novel occupational diseases. Ultimately,
OEHR reporting andmedical surveillancemod-
ules that use data exchange to integrate multiple
data sources can provide OEM clinicians with
more comprehensive information and highlight
opportunities to promote a healthy workforce.
With access to such advanced reporting capa-
bilities, OEM providers should be able to bet-
ter track and develop population-based ap-
proaches to improve the health of workers.

Reporting modules can also assist
OEM clinics to review and manage the deliv-
ery of healthcare services. Clinic administra-
tors and medical directors frequently use di-
agnostic, billing, and health record metadata
to ensure that healthcare operations meet cur-
rent standards and to identify opportunities
for further improvement in service delivery.
To facilitate these processes, OEHRs should
offer sufficient reporting and analysis tools
to identify gaps and areas for improvement,
which may include internal metrics on clini-
cians and support staff operations; clinic
practice efficiencies such as patient through-
put times and completeness of clinical docu-
mentation; and metrics used to assess the pa-
tient experience and outcomes.

8. Recommendations for Patient Edu-
cation Materials:

OEHRs improve access to easy-to-read, mul-
tilingual patient education materials relevant
to the employee diagnosis and context.

Clinical Case
Current Challenges

A 38-year-old assembly line worker
who primarily speaks Portuguese visits with
her occupational health physician after
experiencing low back pain when lifting a
thirty-five-pound box that day at work. After
obtaining a clinical history through an over-
the-phone interpreter, the physician diag-
nosed the patient with a mild lumbar strain
and recommended anti-inflammatories, phys-
ical therapy, and work restrictions. The patient
affirmed her understanding but was unable to
repeat the instructions when asked.

Recognizing the language barrier, the
physician decided to utilize patient education
materials in Portuguese. After confirming
the patient had the ability to read and write
at an eighth-grade level in Portuguese, the
physician proceeded to search various infor-
mation resources on the Internet. She was
able to identify an illustrated Portuguese lan-
guage pamphlet on managing lumbar strain
© 2024 American College of Occupational and Environ
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with instructions on what to do for red flag
symptoms and a useful English-language exer-
cise handout on three basic stretches for lum-
bar strain, which she translated into Portu-
guese using an AI service. Recognizing that
she could not verify the accuracy of the Portu-
guese language pamphlet or the Portuguese
translation herself, she emailed the materials to
the over-the-phone interpreter to confirm. After
several minutes, the physician and interpreter re-
viewed the documents, andmademinor changes
to improve comprehension of the translated text.
After resaving the documents to her desktop,
the physician printed out the revised mate-
rials and provided them to the patient.
Opportunities to Improve Patient
Education

Occupational health literacy may be
low among injured workers, who are more
likely to be newer employees with more lim-
ited experience of the occupational hazards
specific to that workplace. Language barriers
provide an additional barrier to occupational
safety and health in both the workplace and
the occupational health clinic. Patient education
materials provide patients with an opportunity
to review recommendations for prevention
and treatment of occupational illnesses at their
own pace but are often underutilized by occu-
pational health clinics due to the time required
to identify relevant materials on diverse occu-
pational hazards. OEHRs can facilitate occu-
pational health literacy by presenting clini-
cians with readily accessible, approved patient
education materials in the language of interest
within a typical encounter workflow.

Informatics Considerations
More than one quarter of US adults

exhibit low health literacy, with pronounced
disparities according to age, level of educa-
tion, and race.63 Systematic reviews have
demonstrated consistent associations between
low health literacy and poor health outcomes,
including increased hospitalization rates and
higher mortality, and have further highlighted
how health literacy may mediate racial dispar-
ities in healthcare outcomes.64 Improving the
resources available to clinicians and the edu-
cation materials provided to patients has been
associated with increased health seeking be-
haviors, such as adherence to cancer screening
recommendations, as well as decreased emer-
gency room visits and hospitalizations.65

An OEHR can greatly facilitate use
and distribution of education materials by
presenting relevant patient handouts to clini-
cians based on clinical encounter data, such
as diagnostic codes (ICD-10). Given the di-
versity of occupational exposures and broad
range of clinical concerns that OEM pro-
viders may see, easy access to such patient
handouts can reduce the time required to
mental Medicine
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search across websites and may facilitate bet-
ter communication with patients. Improving
health literacy among patients has become
increasingly important in the context of mis-
information distributed through social media
feeds and unreliable websites.

Easy-to-read patient education hand-
outs are often readily available through free,
publicly accessible websites from national
agencies, such as the National Library of
Medicine MedlinePlus Easy-To-Read Health
Information,66 the CDC’s Communication
Resources,67 healthcare systems such as Na-
tional Jewish Health,68 and medical organi-
zations such as the American Academy of
Family Physicians.69 Patient handouts are
also available through subscription services,
such as AccessMedicine, DynaMed, and
UpToDate®.70–72 Patient handouts relevant
to OEM clinicians may also derive from
resources such as the Agency for Toxic
Substances and Disease Registry ToxFAQs73

or the NPIC's Pesticide Fact Sheets.74

Services that produce patient educa-
tion materials may also offer the same con-
tent across multiple formats, including text
in multiple languages and at multiple reading
levels, as well as audio, video and braille re-
sources in collaboration with membership
organizations such as the National Federa-
tion of the Blind.67 Greater implementation
of these diverse resources within an OEHR
can assist the OEM clinician and also facili-
tate the employer’s compliance with require-
ments under the Equal Employment Oppor-
tunity Commission and the ADA.

Most recently, clinicians have begun
documenting success of using large language
models and AI services to generate patient-
specific handouts across a range of dermatol-
ogy and neurology conditions.75–77 If these
novel AI methods continue to demonstrate
effectiveness in improving patient health lit-
eracy, OEHRsmay find value from including
these resources into the context of a clinical
encounter. Large language models that are
trained from authoritative knowledge bases
may be able to integrate data from industrial
hygiene, epidemiology, and occupational medi-
cine resources anddeliver comprehensive patient
handouts that are individually tailored to the
patient’s reading level and preferred language.

9. Recommendations for Employee
Health Portals:

OEHRs connect employees with an occupa-
tional health portal that fosters worker partici-
pation and engagement in occupational health.

Clinical Case
Current Challenges

A 23-year-old machinist presents to
the occupational health clinic for ongoing si-
nus congestion, cough, and shortness of
e623
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breath which he suspects may be related to
his work environment. At the time of evalua-
tion, he cannot recall the names of the
chemicals or metalworking fluids that he
uses at his job and does not have ready access
to the SDS. Following history and physical,
the occupational health clinician refers the
worker for spirometry testing; provides him
with a daily activity and symptom diary;
and requests him to return for follow-up in
4 weeks.

At follow-up, he presents with ongo-
ing symptoms. He missed his spirometry
testing because it was not in his calendar,
and he did not recognize the clinic phone
number when they called him. Of the past
21 days, he has only completed 4 days of
the symptom diary, and there is insufficient
information to draw conclusions on the rela-
tionship between his symptoms and his work
environment. He was still waiting on his
supervisor to provide him with the SDS
on the metalworking fluids. The clinician
provides the patient with a paper handout
on metalworking fluids and encourages
the patient to follow-up with spirometry,
document symptoms in the diary, collect
SDS sheets, and return in another 4 weeks.

Opportunities for Employee
Health Portals

Occupational health portals provide
employees access to information on occupa-
tional health concerns and offer new oppor-
tunities for patient-provider communication.
By providing a central resource dedicated to
occupational health, employee health portals
can encourage employees to become more
active participants in the maintenance of their
own health and well-being at work. Occupa-
tional health portals can provide information
on occupational hazards, such as a repository
of SDS, as well as resources on work-related
health concerns, such as risk of asthma from
metalworking fluids. Interactive portals can
allowworkers to schedule follow-up appoint-
ments; receive reminders for diagnostic tests,
such as spirometry; and complete question-
naires, such as symptom and exposure dia-
ries. By facilitating access to information
and communication with occupational health
providers, health portals may also encourage
worker participation in occupational health
and safety.

Informatics Considerations
Meaningful patient engagement is

one of the main goals of the Health Informa-
tion Technology for Economic and Clinical
Health Act,78 and patient access to personal
health information was further reaffirmed in
the 21st Century Cures Act. The 21st Cen-
tury Cures Act Final Rule (2020) promoted
secure and streamlined patient access to their
own personal health data at no cost and
e624
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prohibited entities from putting up barriers
to health information exchange, or informa-
tion blocking. In addition to establishing
these principles, the Cures Act promoted a
standardized API, or data standard by which
any computer system, including those of
third-party vendors, may request and gain
access to personal electronic health
records.26,27 The vast majority of healthcare
systems comply with these requirements
through the implementation of patient-facing
online health portals which enable direct ac-
cess to personal health records and secure
communication with healthcare providers.79

Although the evidence of benefits for
patient health portals in the general popula-
tion is mixed,80–82 well-designed health por-
tals can facilitate patient-provider communi-
cation, patient engagement and quality of
care.83,84 Based on existing evidence from
patient health portals, employee health por-
tals are more likely to be used if they are de-
veloped through iterative design with end-
user participation; systematically assess
health literacy, digital access, patient skills,
and scope of content; and use principles of
implementation science to address usability
barriers.79,81 The benefits of introducing an
employee facing portal in an OEHRwill also
be determined by ongoing employee training
and in-person support on how to use the soft-
ware, especially among older workers and
those with low health literacy.85,86 Despite
the implementation challenges observed in
the general population,80,87–89 occupational
health portals focus on a more limited set of
health concerns and serve populations that
are younger and with better access to digital
technology.

A robust employee portal may serve
as an information hub for employees and
ensure employer compliance with providing
access to SDS, documentation of occupa-
tional hazards, and provision of language-
specific occupational health resources as
required under the OSHA Hazard Commu-
nication Standard and the Equal Employ-
ment Opportunity Commission. By pre-
senting information on relevant health
topics such as injury and disease preven-
tion, wellness strategies, and ergonomics,
health portals may help improve overall
health literacy and empower employees to
make more informed decisions about their
health and well-being. Such systems may
potentially decrease the administrative bur-
den and costs often associated with the
day-to-day operations of an OEM practice,
including the need to have additional staff
to take phone calls and messages. To be
most effective, an employee health portal
must be readily accessible and easy to nav-
igate on platforms that employees use the
most, especially mobile devices.

OEHRs that provide employee-facing
health portals can also offer employees an
© 2024 American Col
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opportunity to communicate directly with
OEM providers and other occupational
safety and health professionals. To ensure
compliance with relevant health and legal
privacy laws, portals should provide a mes-
saging platform over secure and encrypted
communication channels. Employees should
be discouraged from communicating PHI
through personal or work email accounts,
which are typically characterized by much
less restrictive security protocols, and which
may leave an employer liable for privacy
breaches under HIPAA. Health portals may
also allow employees to complete online
forms, such as symptom questionnaires for
medical surveillance, and upload personal
health data fromwearables and other medical
devices, such as electronic peak flow meters
and portable spirometers. While providing
means for employees to upload data, em-
ployee health portals should also be careful
to discourage workers from downloading
PHI on publicly accessible work computers.

Another type of occupational health
portal is employer-facing, and allows super-
visors and human resources personnel access
to limited data on the work status and restric-
tions of their assigned employees. Such em-
ployer-facing occupational health portals
can be effective in communicating occupa-
tional safety and health (OSH) concerns
and ensuring compliance with OSH policies
throughout an organization. If managed di-
rectly by occupational health as an em-
ployer-facing OEHR portal, user access con-
trols must be tightly coordinated with human
resources to ensure that employee’s health
concerns are sharedwith only current and ap-
propriate supervisors on a need-to-know ba-
sis. Employer-facing occupational health
portals may also be managed and operated
as part of human resources management soft-
ware, which may pull limited data from an
OEHR through API calls, for example.

By providing access to information on
occupational health concerns and opportuni-
ties to engage with occupational safety and
health professionals, employee-facing health
portals can facilitate worker participation
and engagement in workplace health, which
is central to well-functioning occupational
health and safety management systems.

10. Recommendation for Workflow
Customization:

OEHRs allow sufficient flexibility to enable
OEM providers to customize OEHR pro-
cesses to existing clinic workflows.

Clinical Case
Current Challenges

A 55-year-old worker from a Concen-
trated Animal Feeding Operation presents to
lege of Occupational and Environmental Medicine
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an offsite occupational health clinic for eval-
uation of fever and shortness of breath. The
patient completes a paper form documenting
several occupational exposures to sick con-
tacts. The clinician performs a point-of-care
rapid antigen test for COVID-19 and docu-
ments the negative result in another paper
form. She then uses a computer system to or-
der a chest x-ray and a respiratory viral panel
to evaluate other sources of fever by poly-
merase chain reaction. Aware of recent news
stories on avian flu, the astute OEM clinician
looks up the current epidemiology of multi-
state outbreak of H5N1 and the state public
health guidance on evaluation of livestock
workers with fever. As a precautionary mea-
sure, she collects a second viral swab for vi-
ral subtyping of influenza H5N1 at the state
public health laboratory.

The patient questionnaire and point of
care test results are subsequently scanned
into an electronic health information system
for storage. To follow-up on results, clinic
staff use three separate credentials to log into
the third-party laboratory system for the viral
panel, the radiology system for the chest x-
ray reading, and the state public health labo-
ratory that conducted the viral subtyping.
The OEM clinician observes that the
COVID-19 polymerase chain reaction test is
positive and documents her assessment in
the clinic notes; calls the patient and docu-
ments her call in the clinic notes; composes
a letter to the employer with an anticipated
return-to-work date; and documents the letter
in her clinic notes.

Opportunities for Workflow
Customization

Even in the relatively straightforward
evaluation of fever in a worker at a livestock
operation, the OEM provider’s workflow in-
cluded the use of both paper forms and elec-
tronic data entry, and required accessing at
least five different websites. Evaluation and
documentation of test results required log-
ging into four different information systems,
and required the OEM clinician to document
each of her procedures separately.

An OEHR customized to this clini-
cians workflow might have improved effi-
ciency by presenting the clinician with ongo-
ing H5N1 epidemiology trends and public
health guidance in the form of CDS based
on occupational classification and recorded
vital signs; pulled the laboratory and radiol-
ogy results through interoperable health in-
formation exchanges; automatically gener-
ated the return-to-work letter to the employer
by prepopulating a template with clinical en-
counter data; posted the clinical results and
relevant patient education materials to the pa-
tient health portal; and alerted the patient by
text and email messages to the presence of
new results.
© 2024 American College of Occupational and Environ
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Informatics Considerations
While addressing the complexities of

health data governance, employee and pa-
tient privacy regulations, data exchange and
interoperability are all challenging technical
issues, the actual use and value of an OEHR
is typically determined by its overall ability
to simplify clinical workflows and improve
efficiency. Given the diversity of medical ser-
vices that OEM clinicians provide on behalf
of patients and employers, OEM clinical
workflows in home-grown clinical informa-
tion systems are often highly fragmented
and inefficient, characterized by redundant
processes and constrained by missing or con-
flicting information. The healthcare data that
is generated and documented in OEM clinics
is often confined to the information system
in which it was originally collected, resulting
in proprietary information silos that are un-
able to communicate with each other. Imple-
menting a new OEHR in this context can be
especially challenging, and improvement in
clinical operations is not guaranteed.

To address the implementation hur-
dles with general purpose EHRs, multiple
government and nongovernmental agencies
have developed practical implementation
toolkits, including the AMA,3 ONC,4 and
the AHRQ.5 These toolkits, summarized in
the ONCHealth IT Playbook,4 document ev-
idence-based best practices to assist health-
care providers and information technology
professionals implementing EHR systems.
The resources emphasize the importance of
process mapping, workflow analysis, and
workflow redesign, outlining how to map
out each step and decision point in clinic pro-
cesses such as patient check-in, medication
reconciliation, measurement of vital signs,
and scheduling follow-up appointments.

In the context of occupationalmedicine,
clinic processes andworkflows are often highly
variable between OEM providers, clinics, and
workplaces. To be successful, each OEHR
implementation must be aligned with clini-
cal needs and customized to the existing
workflows in each individual OEM clinic.
A well-designed and customized OEHR,
however, has the potential to dramatically
improve OEM clinic operations by automat-
ing patient workflows from clinic check-in
to discharge and scheduling; generating re-
turn-to-work notes and email messages to
supervisors from clinical encounter notes;
performing batch communications for the fol-
low-up of administrative and routine screen-
ing exams; and managing medical surveil-
lance data and summarizing epidemiologic
trends into reports. OEM clinics with the most
inefficient workflows are also the most likely
to benefit from transition to OEHRs.

Although the prior recommendations
have focused on the common elements and
core functionalities of an OEHR, innumera-
mental Medicine
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ble features may be layered on top of these
systems to further improve the workflows
and efficiency of OEM clinicians. These in-
novative features include dictation or auto-
mated speech-to-text scribes; integrated
telehealth interfaces with secure messaging
onmobile applications; self-schedulingmod-
ules with automated appointment reminders
and pushed results notifications; as well as
coding and CDS systems informed by AI
and large language models. OEHRs that suc-
cessfully implement the architectural fea-
tures and core capabilities outlined above
will provide the best foundation for integrat-
ing these emerging technologies and further
improving the efficiencies of OEM clinical
workflows.
Conclusions
A robust and well-designed OEHR

should focus on the experience of the pri-
mary end users: occupational medicine clini-
cians and the workers who attend their
clinics. OEHRs that provide simple and effi-
cient user experiences can improve the qual-
ity of OEM practices and promote health and
well-being in the workplace.

Despite this concentrated focus of
users, the effects of OEHRs are often organi-
zation-wide and the benefits can be far-
reaching. Through information exchange,
OEHRs provide an opportunity to improve
communication and efficiency across the en-
tire spectrum of workers involved in occupa-
tional health and safety, including: health and
safety officers, infection controlworkers, and
industrial hygienists; human resources and
workers’ compensation staff; medical review
officers, independent medical evaluators,
and community-based treating providers;
health officers from relevant federal, state
and local agencies; as well as, data scientists
and researchers performing data analytics
and medical surveillance.

Although the potential benefits of an
OEHR are well-recognized, too often, these
benefits remain unrealized. In this document,
ACOEM has provided 10 specific recom-
mendations to facilitate information manage-
ment in the practice of OEM. The recommen-
dations serve as a framework for occupational
health clinicians and IT professionals to
consider in the development, implementa-
tion, and optimization of OEHRs. To be
clear, many of the recommendations are
interdependent and should be understood
as complementary.

A central foundation for everyOEHR is
data stewardship and governance: ensuring pa-
tient privacy and data security are maintained
through user access controls and permissions
management in compliance with all applicable
federal, state, and local laws and policies.
OEHRs that facilitate documentation of
structured data and interoperability with
e625
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other information systems provide the underly-
ing platform for features that promote quality
improvement in the delivery of OEM services,
including CDS, real-time medical surveillance
and epidemiology, individually tailored patient
education materials, and employee-facing oc-
cupational health portals. Although these rich
features offer the potential to improve effi-
ciency, OEHR implementations that enable
OEM providers to customize OEHR processes
to the existing context and clinical workflows
are likely to demonstrate the most significant
clinical and operational benefits.

ACOEM looks forward to further ad-
vances in the rapidly changing landscape of
health informatics and plans to update these
recommendations as information systems
and the practice of OEM evolve.
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